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12 FAM 560 
GENERAL ADMINISTRATION 

(CT:DS-147; 06-09-2009) 
(Office of Origin: DS/SI) 

12 FAM 561 SECURITY INSPECTION OF 
EXCESS PROPERTY 

(TL:DS-88; 02-13-2003) 
(Uniform State, AID, OPIC, TDP) 

The person authorizing property to be removed is responsible for the 
inspection of all material, furniture, typewriters, automated information 
system (AIS) equipment, etc., leaving an office to ensure that no classified, 
administratively controlled, or valuable material is inadvertently 
unprotected. The unit security officer should also examine the property and 
make a notation on Form DS-586, Turn-in Property Inspection Certification, 
that an inspection has been made for classified material. The OF-302 should 
also be signed by at least one person other than the unit security officer. 
When inspecting safes, file cabinets, and desks, completely remove all 
drawers from the furniture as paper tends to slide underneath and behind 
the drawers. For additional directions, see 6 FAM. 

12 FAM 562 INFORMATION SECURITY 
EDUCATION AND TRAINING PROGRAMS 
OPERATION 

(TUDS-61; 10-01-1999) 
(Uniform State, AID, OPIC, TDP) 

DS/ISP/APB is responsible for developing, defining, inspecting, and advising 
on facilities, procedures, and controls for safeguarding classified and 
administratively controlled information, and for the enforcement of these 
regulations as they pertain to operations worldwide. DS/ISP/APB establishes 
inspection programs and maintains active training and orientation programs 
for employees requiring access to classified information to impress upon 
each employee individual responsibility for exercising vigilance and care in 
complying with the provisions of these regulations. These programs include 
a continuing review of the implementation of these regulations to insure that 
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national security information is properly safeguarded. For AID, IG/SEC/PSI 
is responsible for the security education and training program. 



12 FAM 563 POST AND UNIT SECURITY 
OFFICERS 

12 FAM 563.1 Designation of Unit Security Officers 

(TUDS-61; 10-01-1999) 
(Uniform State, AID, OPIC, TDP) 

Domestically, the head of each major functional area must designate a 
principal unit security officer to assist in carrying out the area's security 
responsibilities. Make a written notification of principal unit security officer 
designations and changes to DS/ISP/APB. Principal unit security officers of 
larger functional areas may designate and direct assistant unit security 
officers to carry out security responsibilities. A written notice of unit security 
officer appointment must be sent to DS/ISP/APB, as it is made. This listing 
of USOs must be updated, as necessary, and sent to DS/ISP/APB whenever 
a change occurs. For AID, IG/SEC is responsible. 

12 FAM 563.2 Responsibilities of Post Security and 
Unit Officers 

(TUDS-61} 10-01-1999) 
(Uniform State, AID, OPIC, TDP) 

Employees designated as post or unit security officers perform the security 
duties prescribed for them in addition to the duties of their regular positions. 
Each post and unit security officer maintains an active training and 
orientation program to impress each employee with individual responsibility 
for exercising vigilance and care in complying with the provisions of the 
security regulations. The post security officer maintains liaison with the RSO 
and otherwise assists in the general administration of the security program 
within the assigned area of jurisdiction. Domestically, the unit security 
officer maintains liaison with DS/ISP/APB. For AID, liaison is maintained 
with IG/SEC. In addition, the post security officer performs such other 
security duties as may be required by the RSO. 

12 FAM 563.3 Regional Security Officers 

(TUDS-61} 10-01-1999) 
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(Uniform State, AID, OPIC, TDP) 

With respect to the information security program at post, the RSO receives 
advice, guidance, and direction from DS/ISP/APB. RSOs serve as the 
program manager for the information security program at post under their 
cognizance. 

12 FAM 563.4 Contractor/Consultant Employees 

(TUDS-61; 10-01-1999) 
(Uniform State, AID, OPIC, TDP) 

Regulations concerning contractor/consultant employees are located in 12 
FAM 570. 

12 FAM 564 BRIEFINGS 

(TUDS-61; 10-01-1999) 
(Uniform State, AID, OPIC, TDP) 

The information security education program shall include all personnel 
authorized or expected to be authorized access to classified and/or 
administratively controlled information. The program shall, as a minimum, 
be designed to: 

(1) Advise personnel of the adverse affects to the national security that 
could result from unauthorized disclosure and of their personal and 
legal responsibility to protect classified information within their 
knowledge, possession, or control; 

(2) Indoctrinate personnel in the principles, criteria, and procedures of 
proper classification management, to include the classification, 
downgrading, declassification, marking, control and accountability, 
storage, destruction, and transmission of classified information and 
material; 

(3) Familiarize personnel with procedures for challenging classification 
decisions believed to be improper; 

(4) Familiarize personnel with the security requirements of their 
particular assignment; 

(5) Familiarize personnel with system security standards for use of 
automated information systems; 
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(6) Advise personnel of the strict prohibition against discussing 
classified information over an unsecure telephone or in any other 
manner that permits interception by unauthorized persons; 

(7) Inform personnel of the penalties for violation or disregard of the 
provisions of this regulation; and 

(8) Instruct personnel that individuals having knowledge, possession, 
or control of classified information must determine, before 
disseminating such information, that the prospective recipient has 
been cleared for access by competent authority; needs the 
information in order to perform his or her official duties; and can 
properly protect (or store) the information. 

12 FAM 564.1 Initial 

(TUDS-61; 10-01-1999) 
(Uniform State, AID, OP1C, TDP) 

a. All employees must be afforded a briefing on these regulations. Each new 
employee is required to read and sign Form SF-312, Nondisclosure 
Agreement (see 12 FAM 564 Exhibit 564.1), at the time of entrance on 
duty and prior to being afforded access to national security (classified) 
information. 

b. In addition, it is the responsibility of post and principal unit security 
officers to insure that all newly assigned or newly employed personnel are 
briefed on security matters specific to a post or area. 

12 FAM 564.2 Refresher 

(TUDS-61; 10-01-1999) 
(Uniform State, AID, OPIC, TDP) 

Under the direction of DS/ISP/APB, a program shall be established to 
provide, at a minimum, annual security training for personnel having 
continued access to classified information. Within AID, this will be 
accomplished by IG/SEC. 

12 FAM 564.3 Special Access 

(TUDS-61; 10-01-1999) 
(Uniform State, AID, OPIC, TDP) 

Indoctrination briefings for Sensitive Compartment Information (SCI) or 
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Special Access Program (SAP) will be conducted by INR or the program 
manager for the SAP, respectively. 

12 FAM 564.4 Termination 

(TL:DS-88; 02-13-2003) 
(Uniform State, AID, OPIC, TDP) 

a. A security debriefing will be conducted and a separation statement will be 
completed whenever an employee is terminating employment or is 
otherwise to be separated for a continuous period of 60 days or more. 
The debriefing is mandatory to ensure that separating personnel are 
aware of the requirement to return all classified material and of a 
continuing responsibility to safeguard their knowledge of any classified 
information. The separating employee must be advised of the applicable 
laws on the protection and disclosure of classified information (see 12 
FAM 557 Exhibit 557.3) before signing Form OF-109, Separation 
Statement (see 12 FAM 564 Exhibit 564.4). 

b. AID's Office of Security, IG/SEC, will conduct a security debriefing upon 
the separation of AID employees. 



12 FAM 565 THROUGH 569 UNASSIGNED 
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12 FAM 564 EXHIBIT 564.1 
FORM SF-312, CLASSIFIED INFORMATION 
NONDISCLOSURE AGREEMENT 

(TUDS-61; 10-01-1999) 



CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT 



AN AGREEMENT BETWEEN AND THE UNITED STATES 



(Name erf individual — Printed or typed) 

1. Intending to be legally bound, I hereby accept the obligations contained in this Agreement in consideration of my 
being granted access to classified information. As used in this Agreement, classified information is marked or 
unmarked classified information, including oral communications, that is classified under the standards of Executive 
Order 12958, or under any other Executive order or statute that prohibits the unauthorized disclosure of information in 
the interest of national security; and unclassified information that meets the standards for classification and is in the 
process of a classification determination as provided in Section 1.1, 1.2, 1.3 and 1.4(e) of Executive Order 12958, or 
under any other Executive order or statute that requires protection for such information in the interest of national 
security. I understand and accept that by being granted access to classified information, special confidence and trust 
shall be placed in me by the United States Government. 

2. I hereby acknowledge that I have received a security indoctrination concerning the nature and protection of 
classified information, including the procedures to be followed in ascertaining whether other peisons to whom I 
contemplate disclosing this information have been approved for access to it, and that I understand these procedures. 

3. I have been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of classified 
information by me could cause damage or irreparable injury to the United States or could be used to advantage by a 
foreign nation. I hereby agree that I will never divulge classified information to anyone unless: (a) I have officially 
verified that the recipient has been property authorized by the United States Government to receive it; or (b) I have 
been given prior written notice of authorization from the United States Government Department or Agency (hereinafter 
Department or Agency) responsible for the classification of information or last granting me a security clearance that 
such disclosure is permitted. I understand that if I am uncertain about the classification status of information, I am 
required to confirm from an authorized official that the information is unclassified before I may disclose it, except to a 
person as provided in (a) or (b), above. I further understand that I am obligated to comply with laws and regulations 
that prohibit the unauthorized disclosure of classified information. 

4. I have been advised that any breach of this Agreement may result in the termination of any security clearances I 
hold; removal from any position of special confidence and trust requiring such clearances; or termination of my 
employment or other relationships with the Departments or Agencies that granted my security clearance or clearances. 

In addition, I have been advised that any unauthorized disclosure of classified information by me may constitute a 
violation, or violations, of United States criminal laws, including the provisions of Sections 641, 793, 794, 798, '952 
and 1924, Title 18, United States Code, 'the provisions of Section 783(b), title 50, United States code, and the 
provisions of the intelligence Identities Protection Act of 1982. I recognize that nothing in the Agreement constitutes 
a waiver by the United States of the right to prosecute me for any statutory violation. 

5. I hereby assign to the United States Government all royalties, remunerations, and emoluments that have resulted, 
will result or may result from any disclosure, publication or revelation of classified information not consistent with the 
terms of this Agreement. 

6. I understand that the United States Government may seek any remedy available to it to enforce this Agreement 
including, but not limited to, application for a court order prohibiting disclosure of information in breach of this 
Agreement. 

7. I understand that all classified information to which i have access or may obtain access by signing this Agreement 
is now and will remain the property of, or under the control of the United States Government unless and until 
otherwise determined by an authorized official or final ruling of a court of law. I agree that I shall return all classified 
materials which have, or may come into my possession or for which I am responsible because of such access: (a) 
upon demand by an authorized representative of the United States Government; (b) upon the conclusion of my 
employment or other relationship with the Department or Agency that last granted me a security clearance or that 
provided me access to classified information; or (c) upon the conclusion of my employment or other relationship that 
requires access to classified information. If I do not return such materials upon request, I understand that this may be 
a violation of Sections 793 and/or 1924, Title 18, United States Code, a United States criminal law. 

8. unless and until I am released in writing by an authorized representative of the United States Government, I 
understand that all conditions and obligations imposed upon me by this Agreement apply during the time I am granted 
access to classified information, and at all times thereafter. 

9. Each provision of this Agreement is severable. If a court should find any provision of this Agreement to be 
unenforceable, all other provisions of this Agreement shall remain in full force and effect. 



(Continue on reverse.) 



HSU 7510 0 I -280-5499 STANDARD FORM 312 iRby. i-ooi 

Pmuious Bdhion i»1 usabla Pmsciib»d br NARA flSOO 

02 CFR 2003. E.O. I29ES 
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10. These restrictions are consistent with and do not supersede, conflict with or otherwise alter the employee 
obligations, rights or liabilities created by Executive Order 12958, Section 7211 of Title 5, United States code 
(governing disclosures to Congress); Section 1034 of Title 10, United States code, as amended by the Military 
Whistleblower Protection Act (governing disclosure to Congress by members of the military); Section 2302(b) (8) of 
title 5, United States Code, as amended by the Whistleblower Protection Act (governing disclosures of illegality, 
waste, fraud, abuse or public health or safety threats); the Intelligence Identities Protection Act of 1982 (50 U.S.C. 
421 et seq.) (governing disclosures that expose confidential Government agents), and the statutes which protect 
against disclosure that may compromise the national security, including Sections 641, 793, 794, 798, 952 and 1924 
of Title 18, United State Code, and Section 4(b) of the Subversive Activities Act of 1950 (50 U.S.C. Section 783(b)). 
The definitions, requirements, obligations, rights, sanctions and liabilities created by said Executive Order and listed 
statutes are incorporated into this Agreement and are controlling. 



11. I have read this Agreement carefully and my questions, if any, have been answered. I acknowledge that the 
briefing officer has made available to me the Executive Order and statutes referenced in this agreement and its 
implementing regulation (32 CFR Section 2003. 20) so that I may read them at this time, if I so choose. 



SIC MAT LIRE 



3AT E {lywx-dd-fffji 



SOCIAL SECURITY MUMS EE! 
{Sao Moiico bolow} 



ORGANIZATION 1 1 F CONTRACTOR, LICENSEE, GRANTEE OR AGENT, PROVIDE: 
iTypo or friat} 



NAME, ADDRESS, AND IF APPLICABLE, FEDERAL SUPPLY CODE NUMBER I 



WITNESS 


ACCEPTANCE 


THE EXECUTION OF THIS AGREEMENT WAS 
WITNESSED BY THE UNDERSIGNED. 


THE UNDERSIGNED ACCEPTED THIS AGREEMENT ON 
BEHALF OF THE UNITED STATES GOVERNMENT. 


SIGNATURE 


DATE tmm-dd-yyyyf 


SIGNATURE 


DATE tmm-dd-yyyyf 


NAME AND ADDRESS tT-fpaor frinll 


NAME AND ADDRESS tTypaor pint! 



SECURITY DEBRIEFING ACKNOWLEDGMENT 



I reaffirm that the provisions of the espionage laws, other federal criminal laws and executive orders applicable to the safeguarding of classified 
information have been made available to me; that I have returned all classified information in my custody; that I will not communicate or transmit 
classified information to any unauthorized person or organization; that I will promptly report to the Federal Bureau of Investigation any attempt by 
□n unauthorized person to solicit classified information, and that I I have J I have not J Istrike out inappropriate word or words? received □ security 
debriefing. 



SIGNATURE OF EMPLOYEE 



□ATE imm-dsf-yyyy) 



NAME OF WITUEE1E1 (Typo or piai} 



SIGNATURE OF WITHEEiEl 



NOTICE: The Privacy Act, 5 U.S.C. 552a, requires that federal agencies inform individuals, at the time information is solicited from them, whether 
the disclosure is mandatory or voluntary, by what authority such information is solicited, and what uses will be made of the information. You are 
hereby advised that authority for soliciting your Social Security Number ISSNJ is Executive Order 9397. Your SSN will be used to identify you 
precisely when it is necessary to 1J certify that you have access to the information indicated above or 2) determine that your access to the 
information indicated has terminated. Although disclosure of your SSN is not mandatory, your failure to do so may impede the processing of such 
certifications or determinations, or possibly result in the denial of your being granted access to classified information. 



* NOT APPLICABLE TO N ON- G OV ERN M ENT PERSONNEL SIGNING THE AGREEMENT. 

STANDARD FORM 312. (Rav. 1-00) BACK 



12 FAM 560 Page 7 of 8 



U.S. Department of State Foreign Affairs Manual Volume 12 - Diplomatic Security 

12 FAM 564 EXHIBIT 564.4 
FORM OF-109, SEPARATION STATEMENT 

(TL:DS-126; 04-17-2007) 




US. Department of State 
SEPARATION STATEMENT 



i°»fj« TypeorPiMt 



rake tre fo o*1rg £ta:eTeil r ccneai:r f.i ny 



separslici ten eTpoynem in tne us. Department of State. A6 usee neren. r/ie term 'employment' ircusesaii forces of assgr-reit or aetaii. as 
.*e 3saivpero:s :f:en:o'3-. pa--tne or i"te'mille , ':er:icyneit tiers r aic :re len 'seoarator r: j:es SLioersor 'cr a-v pert:a i 
excess of 3C day* retirement from a~ .e o.r f trars'er to ar: tie- agency, -esgnatsr fulcjgn to erne- ml itary servloe. etc 

1. I nave surrendered to 'espo-sic e Coa = an classified o- acm-islra: .etv controlled 303jnents aic Tateial ivltr »nci was :ia-ged c aft oh 
rac r. nv possession, an not -etair r; f v. :::-essi3n, ctstsdv, o-'connot documents a mater si ccotamg oassmedor 
acmlristrat.e v oomroiec irons: o n vnsred to me 3u r ng necoi-se :f sjcr erxiovmeit or 3e»'eicpeo as a consequent* thereof, r,: j: rg 
ary diaries Tero'ardjns c' c:i»ersa:or :r ere- decjrerts :f 3 personal nalu'e mat coral" oaWe: :r adr r srativey oonro e3 

"'IT'S'. O n 

2- ravesjr-e-ideredto'e6porst>ecTl:3l5 3ll Licl3sslfled coameits ard papers relatng to tie official b„slress c'tre Gove-meit accL e: P> 
me Aile lr re enp oy c':re Departr-en: 

" sra iccpjtllsr 10' -e>e3 t: 3*v -e'=: i. a-, tass'e: :r adnnst'afJvely conroled inorTatlon cf a-h:" -a. e kr Pledge : any otrer 
' ::ec I j ' r - - the co. ;^ :r rv, a"i: ai : jtle = .r ess ajl" :r;e: :•, :T: a t a' l _ e era tvirg Departrer: 

• • :-ijre 

i. i r3ve Deer aovted By the irterviev. ic :~ce- i.r :se rare appears Pel:*, and Lndemtard the ct-it nal penalties relating to u.S Government 
records and Information and tne jse tnereof: 

Title 18, U.S. Code Title 50. U.S. Code 

Decto" 541 -=>ubic Money Froperty or Records Section 783(D) - Communication of Clsssffled Information 

: • I-atiertig, -'rarsmlWrg o- s rg By Gortrrmenl Cflser or ETpCyee 

Defense nfo-nator T :5id.- =eialtles *c Vo atlon 

- Gartering cr De Ivelrg Oe'erse lrT:rr.all: i 

to AM Forettl Govt itle L S I- 

75: - : EC : ; j'; o" : 3^ nec r';rr3l : i 

952 - Dlporratic Cedes ard Csrrespordenoe Secton 2272- v :ia*.o- of Gceo'c Sectors 

I9C5 • : : ;:::-j-e C C :-':eHL- nfo-mator 22": • v'i:i5to- of C-ere-3i Ce:li:rs 

2071 -Concealmert. Removal, or Vutiatlon of 22~4- rormcato- o* »er.ic*3 Data 

Records 2275 • Receipt of Restr 3led Data 

2276 • Tarpeirg ivn Resncte3 Data 

2177 - Disclosure o* Restricted Data 

~rese -est'ctons a-e ccnslsteit *ttr ard d3 nst sjpersece, co^'ict »ttr :r cne^v se ater tre erpl:yee ocligator: -a-'.: :r 1 at ntie; t eate3 bv 
E:e:.'. <e Crse' 1295-3; Section 7211 of Tme5. Urned Slates Code igsvenmg 3lscl3su , es to Csrgresti; Section lOJiof Trie 10. United States' 
C3de. as amended cy tne Virta-y wni6Beoi3*er PTMecton As: igo.'smrg a sdosure 10 Congress ty members cf tne rnlitary;: secton 2202iC;i9i o* 
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: sa*e:s treats:; :ie rtel oerse Jeitftles ="ote:tor Act ;f 1 . 5 j 1. : : -T; e: ;e~ : goverrirg ds-o&jres tut 33t : e«o»e co"flc*r:al 
Govemhent ageits:; and :fe statLtes *r cr :rc:ect a:a isl dlssost'e : n a: nay >xrpr:n se '.ie latora seculty icLd tc Dectons 541, 753 794 
798 and 952 or Title 18. UnCed Slates Code, and Secdon 4{D)oftie SuDversive Act vines Act of 1 950 .50 US C Section 7B3(pjv The defl noons, 
'itj'r -r-ts :: gat :'• -gnts sanol ons an3 llab des 3 - eate: :y sa 1 l>ect.f/e Crcer ar-3 listed staxtes a*e fconj^sratec ilo tr s AgreeTer: 

5 1 reaftlrm trat trie profusions of tre esplorage la*s. otrer federal crtmnal laws and exeourjve orders applloabe to tre safegjand ng 3f : assned 
inforrratlsn race Been made availaole to me. trat 1 nace returned ai oass'ec nfonacon n ny ojstody: trat »ll not coTmunloate or transmc 
cl3Ssrfle-3 irurratlsn tc srv ir.autro'zed perssr, o-o-ganzatlco: tis: I w 3-onctly report to tne Federal Ej'ea.1 :' r .e;li: 31:: i ar, attempt r . 
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e ia. e been adv set' tvre nte- e/.Tg oflcer 1, -ose 3 c -at. e apoea" :eo* ard *j . .-tletia-c iral ; ecaoi :C1 01 "itle 15 .1:41 Ctale; 
Code, provides criminal penases for tnowtngljr and wlHully faKlmng or conceaing mafera fact in a statement or docurrert subrrltted to ary 
cepa-T'e-t :ragei:» t'tre J r te: :.:;tei :-": : .er-e-l to'rce-ilng 3 matte - under Its jLristitlti 



: tiat.'e :f ile e.> rg :~:e' Iigra:j-eir =reseiceof He-. e*lrg Cser 



Date .Trvoo-uu rate:' 5 r- 



-;, pe: same o' -;er.ie.M-c crce- =«• Dl 3 rec ' n ^»v>W 



= :r.:ep3rTer: 



"ype3 same o" Employee 



Dtre' sanes Used Dulrg "nis Peroo or ETpisynent 



OF-10S 

>e-; :>cs 
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